
Think You’ve Been Hacked? Here’s What to Do Next! 

Business owners know all too well how painful it can be to 
manage technology. In addi on to making sure that your 
business func ons properly, you also need to keep your tech-
nology in working order. Many organiza ons that rely on 
technology in order to stay produc ve free up valuable me 
and resources by outsourcing their needs to third-party pro-
viders. 
 
Your business can benefit greatly from coloca on services 
that are designed to keep your business in top working condi-

on. When we talk about coloca on, we’re referring to the ability of a business to manage 
one or more of their solu ons in a private cloud hosted off-site. In most circumstances, 
businesses that u lize coloca on are responsible for maintaining their own IT infrastructure. 
However, to make things easier, a managed service provider can easily fill this roll, which 
would allow a business to enjoy the benefits of coloca on services without having to put in 
the me and effort. 
 
Rowland Kinch of Custodian Data Centres writes to Data Center Knowledge explaining the 
great convenience that your business can reap from coloca on services: 
 
For financial directors and IT directors, coloca on provides the perfect win-win scenario, 
providing cost savings and delivering state-of-the-art infrastructure. When comparing the 
capabili es of a standard server room to a coloca on solu on, an assessment of the power 
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How Coloca on Services are a Win-Win Scenario for SMBs 

You implement technology solu ons to keep your network 
safe from hackers, but what would you do if your systems 
were bypassed and infiltrated? Every business owner needs 
to consider this scenario, because even the best of us can fall 
vic m to hacking a acks when we least expect them. Ap-
proaching such an event in a reasonable way is your best 
chance of making it through in one piece. 
 
First of all, don’t panic. You need to remain calm and make 
ra onal decisions concerning the state of your systems. If you 

can avoid it, try not to let the occurrence immediately go public. You want to know the ex-
tent of the a ack before informing anyone of what has happened. You also need to deter-
mine how much data was stolen or destroyed, and if your systems are s ll under the influ-
ence of the a acker. 
 
Fully Understand the Scope of the A ack 
The first thing that you should do is assess what the exact problem is with your IT systems. 
Was it actually a data breach, and if so, how did your assailants infiltrate your system? Did 
they worm their way in through a spam email, or did they steal creden als to your net-
work? Was it a case of user error, or the result of a vulnerability in your so ware? Be sure 
to ask all of these important ques ons so that you can understand the full extent of the 
a ack before doing anything about it. 

(Continued on page 2) 

How to Avoid Oversharing on 
Social Media 

Social media, as 
wonderful a 
tool for 
connec ng and 
communica ng 
as it is, does 

have its dangers. Fortunately, 
these risks may be mi gated 
through careful delibera on and 
pragma c pos ng habits, but 
only if you know what they are… 

Read the Rest Online! 
http://bit.ly/21WuNN1 



a acks, malware, and other threats that 
spread between contacts and unsafe 
websites. 
 
Understand Your Compliance Liability 
Depending on which informa on was 
exposed to hackers, you could have a full
-on viola on of compliance laws on the 
table. You could be dealing with expen-
sive fines that are more than capable of 
breaking your budget. Knowing what 
your stance on compliance is could help 
you prepare for the oncoming storm, 
and is a crucial step toward pu ng a 
data breach behind you. 
 
Last but not least, you need to make 
sure that your data breach disaster is 
your last. Excalibur Technology can help 
your business prepare its infrastructure 
for any type of disaster. To learn more, 
give us a call at (877) NET - KING. 

Know What Data, if Any, Was Stolen 
Next, you want to assess which types of 
data has been stolen, if at all. Did the 
hacker take data like Social Security 
numbers, credit card numbers, account 
usernames, passwords, etc? If you know 
what parts of your business were infil-
trated, then you probably have a good 
idea of the extent of the damage. It’s 
especially important to know if you have 
other data, like health records or per-
sonal informa on, that may have been 
exposed to the data breach. If so, you 
may be subject to some serious fines. 
 
Give Your IT Department Time to  
Clean Up 
Your business should be looking into the 
hacking a ack as soon as you know it’s 
occurred. This helps you to mi gate the 
damage and contain the problem before 
it becomes even bigger. You need to 
make sure that there’s an environment 
available to work with while your IT de-

(Continued from page 1) partment is inves ga ng the issue. Also, 
make sure that you have the resources 
available to ensure that your team can 
stay produc ve in the interim. 
 
Iden fy the Real Problem 
Hackers frequently use small hacking 
a acks to cover up other major issues. 
For example, a virus could be nothing 
but a distrac on to hide a trojan, which 
would be a much bigger issue that could 
lead to future data breaches. You need 
to iden fy the source of the problem in 
order to resolve it. Otherwise, you’re 
just opening up more opportuni es for 
hackers to infiltrate your systems, which 
could be both counterproduc ve and 
costly. 
 
It’s important to remember that in some 
cases, your business might not neces-
sarily be the target of some mastermind 
hacking a ack, but rather, you may just 
be a random vic m. This could happen 
when your business falls prey to phishing 
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of the benefits and advantages of cloud 
compu ng, it also means that you’re 
responsible for the upkeep of your own 
equipment, so be sure to account for 
this when choosing this compu ng op-

on. 
 
When it comes to successfully imple-
men ng cloud compu ng for your busi-
ness, the be er you understand what 
cloud compu ng can do, equates to you 
being able to be er take advantage of 
these benefits. What you want is a cloud 
service package that’s customized to 
meet the unique needs of your compa-
ny, instead of a generic, one-size-fits-all 
package. To that end, Excalibur Technol-
ogy takes the me to understand the 
compu ng needs of your business, and 
then match your needs with cloud solu-

ons that are the right fit, whether it be 
hos ng your data in-house or having us 
manage your cloud data... 

 
 
 

In an infamous 
2012 survey by 
Wakefield Re-
search, the igno-
rance of the gen-
eral public regard-
ing cloud compu-

ng was revealed: 51 percent believed 
that stormy weather interferes with 
cloud compu ng, and 29 percent 
thought that the cloud was an actual 
cloud. Furthermore, what may elude 
many computer users is the fact that a 
process known as virtualiza on is actu-
ally what’s behind cloud compu ng (not 
atmospheric condi ons). 
 
Essen ally, virtualiza on takes a physi-
cal component of your IT infrastructure, 
like a server or worksta on, and stores 
it in a virtual environment that can be 
accessed via an online interface. Users 
that take advantage of cloud compu ng 
are familiar with this interface and use it 
to access their data and applica ons 
stored in the cloud. Some popular exam-

ples include so ware like Microso  
OneDrive and Google Drive, as well as 
email services like Gmail and Outlook. 
 
Another way to understand cloud com-
pu ng is to view it as keeping your data 
on someone else’s computer. This com-
puter is located off-site and it is 
(hopefully) maintained and managed by 
IT professionals. More o en than not, 
these hosted machines are powerful and 
can provide you with more compu ng 
resources for the money compared to 
purchasing the same equipment for your 
office. 
 
Plus, when your cloud data is managed 
and maintained by professionals like a 
managed service provider, that’s one 
less thing for you to worry about so you 
can be er focus on running your busi-
ness. Alterna vely, it’s en rely possible 
to use the virtualiza on process for ac-
cessing data stored on your in-house 
servers or worksta ons. While going this 
route will provide your company with all 

What You Need to Know About the Cloud Before Signing Up 

Share this Article! 
http://bit.ly/290qE58 

We have extended the $2000.00 bonus for our REFERRAL REWARDS program through August 31, 2016!  Earn addi onal 
bonuses for referring new clients to Excalibur.  Visit h p://www.excaltech.com/reward for details. 

Read the Rest Online! 
http://bit.ly/291d8xP 
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infrastructure. When you use a colo-
ca on data center to host your tech-
nology, it can be maintained by pro-
fessional IT workers who make it 
their sole responsibility to keep your 
systems working properly. 

 
If your business wants to take a modern 
approach to technology maintenance 
and management, coloca on is as good 
a start as any. To get your technology 
infrastructure and your budget under 
control, give Excalibur Technology a call 
at (877) NET - KING. 

Share this Article! 
http://bit.ly/291XGo7 

alone demonstrates the gap between in-
house solu ons and u lizing the exper-

se of a specialist. 
 
Some of the major benefits that coloca-

on presents to SMBs include: 
 
 Consolida on of solu ons and 

space: If your organiza on focuses 
on running its infrastructure out of a 
colocated data center, there’s no 
reason to be hos ng your data in-
ternally or on-site. This helps you 
use your office space and other re-
sources more efficiently. 

 Decreased opera onal costs: When 
you host solu ons off-site in a data 

(Continued from page 1) center that’s managed by a third 
party, you’re saving yourself from 
hos ng them in-house and paying 
for opera onal costs. Take a mo-
ment to consider how much reve-
nue you can save by elimina ng air 
condi oning and electricity costs. If 
you do this for mul ple pieces of 
hardware, the savings can quickly 
add up, and you’ll poten ally save a 
significant amount of revenue that 
can be used elsewhere. 

 Management and maintenance 
from professional technicians: 
Technology can be a hassle to man-
age, especially if you don’t have a 
team of dedicated technicians who 
are responsible for maintaining your 

How Coloca on Services are a Win-Win Scenario for SMBs 

retrieve passwords when they’re 
needed. 

 Stopping phishing scams: Employ-
ees need to know how to look for 
phishing scams that may hit their 
inbox. This includes educa ng your 
team members on how phishing 
scams work, and what the telltale 
signs are for them. Excalibur Tech-
nology can help your employees 
understand how best to avoid and 
detect phishing scams. 

 Using two-factor authen ca on: 
Accounts that have access to im-
portant informa on need to be us-
ing secondary security features, like 
two-factor authen ca on, in order 
to best protect your data. This 
makes it more difficult for hackers 
to access accounts remotely. Many 
two-factor authen ca on proce-
dures require physical access to 
devices, which makes it much more 
difficult for hackers to compromise 
an account. 

 
If you think you’re at risk of hacking 
a acks due to lack of adherence to secu-
rity measures, you should implement a 
Unified Threat Management (UTM)… 

 
 
 

Security is a top 
concern for anyone 
that u lizes the 
Internet. The prob-
lem for businesses 
is that the average 
employee probably 

doesn’t care much for your security 
prac ces, and it can be challenging to 
get them to comply without upse ng 
them. 
 
Employees tend not to follow security 
prac ces that they find inconvenient, 
unnecessary, or me-consuming. The 
issue here is that the best solu ons are 
o en designed to keep data secure, 
while also making it somewhat more 
difficult to access crucial accounts. A 
good example of how security is under-
mined by employee indifference can be 
seen in a Bring Your Own Device policy. 
While it might make it more difficult for 
hackers to access your data, your em-
ployees might not want to go through 
the process of se ng up BYOD on their 
own devices, which can put your data at 
risk. 
 
Ul mately, it becomes a ques on of 
freedom vs security. Your employees 
want to use their own mobile devices 
and be free to work how they want, but 
this cannot happen without sacrificing 

security oversight. Unfortunately, this 
is a point that you have to insist on if 
you want to ensure maximum security 
for your cri cal data. It’s your responsi-
bility to make sure that your team is 
following proper best prac ces in order 
to facilitate the further func onality of 
your organiza on. 
 
If your team tends to dodge following 
best prac ces, this is even more im-
portant and necessary. Many outside 
threats understand that your employ-
ees are likely the weakest link in your 
business’s security, making them big 
targets for the likes of hackers and 
scammers. Unlike security patches and 
updates, this is a vulnerability that 
won’t go away with a so ware update. 
You have to educate your staff on the 
following best prac ces: 
 
 Regularly changing passwords: All 

of your employees should be using 
complex passwords, which include 
lower and upper-case le ers, num-
bers, and symbols. Changing your 
passwords frequently is also im-
portant, but if you’re always 
changing to complex passwords, 
you’re sure to forget them once in 
a while. An enterprise-level pass-
word manager can be excep onal-
ly beneficial to securely store and 

Chances Are, Your Employees Care More for Convenience Than Network Security 

CLIENT FEEDBACK: “I just wanted to take a minute to recognize Marc for his excep onal service and help today.   He 
assured me in our ini al conversa on that he would be available if needed and held true to his word when I called 
back.  Even our Comcast technician commented on his professionalism and knowledge.  So in summary – Marc’s a star!” 

Read the Rest Online! 
http://bit.ly/292ndwn 



sions of Argus use 60 elec-
trodes, which allow pa ents 
to “see” much be er. As me 
goes on, Second Sight hopes 
that Argus can provide even 
be er vision for its pa ents, 
as well as color vision. If 
there’s any ques on of 
whether the Argus is effec-

ve, watch this video. 
 
In the future, these types of 
eye implants could be used to 
treat many different kinds of 
blindness, including op c 
nerve damage, diabe c re -
nopathies, glaucoma, and 
more. However, this might 
not be for quite some me, 
considering how the technol-
ogy would have to imitate the 
func on of the op c nerve, 
which demands a direct con-
nec on to the brain. 
 
With so many great new tech-
nologies coming into exist-
ence, it’s only a ma er of 

me before technology can 
be used to help even more 
people eliminate their physi-
cal handicaps. What are your 
thoughts on using bionic tech-
nology to help those in need? 
Do you think that someday 
science will have the power to 
restore vision completely? Be 
sure to subscribe to our blog 
for more great tech news. 

Wireless 
technolo-
gy is a 
staple in 
the office, 
but it’s 
making 

leaps and bounds in the medi-
cal industry, too. With innova-

ons like wireless sensors, 
pumps, and other Internet of 
Things devices that can com-
municate with each other, 
medical care can be provided 
in unprecedented ways. But 
what would you say if we told 
you that wireless technology 
can give the blind back their 
sight? 
 
Well, these pa ents may not 
have perfect sight, but they 
can regain their ability to see 
to a certain degree. While 
there are several re nal im-
plants that help vic ms of 
degenera ve eye diseases, 
the Argus device by Second 
Sight is mostly used to help 
pa ents suffering from re ni-

s pigmentosa-- a hereditary 
condi on in which the light-
sensi ve cells in the re na 
depreciate. In other words, 
the disease gradually erodes 
the vision of the vic m un l 
they’re unable to see any-
thing but the brightest of 
lights. The Argus can give vic-

ms of this crippling condi on 
another chance at living a 
normal life. 

The Argus is a small device 
that is designed to take the 
place of some func ons of the 
re na, aiding in sight. It sits 
on the pa ent’s re na and 
receives images wirelessly 
from a camera mounted on a 
special pair of glasses. The 
Argus then converts the imag-
es received into electromag-
ne c pulses, which communi-
cate with the brain via the 
op c nerve much like a nor-
mal re na does. Though the 
images seen by pa ents 
aren’t necessarily full-color, 
perfect visions of the outside 
world; pa ents describe see-
ing rough black and white 
rendi ons, which certainly 
beats seeing nothing but 
darkness. 
 
Of course, the inside of the 
human body isn’t a very hos-
pitable environment for tech-
nology, even under the best 
condi ons. Considering the 
body is full of salt, electronics 
can corrode and deteriorate 
over me. The main challenge 
is crea ng a device that is 
capable of withstanding the 
condi ons inside the human 
body, while making it small 
enough to not be obtrusive to 
the human eye. 
 
At first, the Argus only had 16 
electrodes, which offered a 
limited amount of vision for 
the pa ent. The modern ver-
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WINDOWS 10 FREE 
UPGRADE OFFER 

EXPIRES JULY 2016! 
 
Microso  is offering users 
a free upgrade to 
Windows 10, but only for 
one more month.  A er 
that me, it will cost 
somewhere around 
$100.00 per license to 
upgrade.  We highly 
suggest that you test  
your applica ons on 
Windows 10 as soon as 
you can and then get 
your upgrades locked in.  
Our expert team will be 
happy to get all of the 
hard work done for you 
and put you on the right 
path toward a seamless 
upgrade!  Act now before 
the free offer is gone.  
Also, we do not 
recommend just clicking 
the “upgrade now” icon. 
Make sure that you have 
good backups of your PC 
and data before you 
ini ate the update—just 
in case something goes 
wrong. 
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Can Technology Cure Blindness? We’ll See! 

Tech Trivia 
In 2016, the market for 

wearable technologies in 
healthcare is projected to 

exceed $2.9 billion. 

Share this Article! 
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